
Data Security for Realtors (CORE)



Security Review

• Security Best Practices

1. Phone

2. Laptop

3. Tablet

• Passwords

• MFA (Multi-Factor Authentication)

• Vulnerabilities

• Ways to Protect Your Business





Client email 1 – Bennion Closing (7:07 am)



Clever Fraudster!
Sender: username@backmanstitle.com
Realtor: username@Sanchezere.com
Lender: username@diamondsmortgage.com

mailto:username@backmanstitle.com
mailto:username@Sanchezere.com
mailto:username@diamondsmortgage.com


Client email 2 – Bennion Closing (7:12 am)



Client email 3 – Bennion Closing



Client email 4 – Bennion Closing (8:24 am)



Fake Wire Instructions



Client email 5 – from Bennion (10:07 am)
(Subject: We were almost scammed by wire fraud)





Scary Statistics (PWs)

• One criminal group averaged between 5 
and 10 million email authentication 
attempts daily and success with anywhere 
from 50,000 to 100,000 working inbox 
credentials.

• Microsoft reported 1 in every 250 
corporate accounts is compromised every 
month (last year they had 240 million 
active users)

• There are hundreds of password “dumps” 
with billions of stolen passwords.



Password 
Management

• Passwords have always been 
linked to a high degree of 
cyber risk exposure.

• Weak and Unsecured 
passwords are the SINGLE 
BIGGEST reason for DATA 
BREACHES.

• https://youtu.be/opRMrEfAIiI

https://youtu.be/opRMrEfAIiI


How are Hackers getting Passwords?
• Brute-Force - most passwords made up by people are guessable within 

hours or days (if not instantly)
• Data Breaches of sites/services you use – this information is often 

compiled into data bases and sold or shared freely
• Credential Stuffing – use of automated bots to try every 

username/password combination from another website until one of 
them works

• Password Spraying – using a list of the most used passwords until they 
gain access

• Phishing/Smishing – tricking someone into entering logging information 
into a phony login screen

• Social Engineering – Pretending to be someone they’re not through texts, 
emails, or phone calls to get you to give them information

• Keylogging Viruses – getting you to click on a link in a malicious email that 
installs malware that logs your keystrokes



Data Breaches -
https://en.wikipedia.org/wiki/List_of_data_breaches

• Yahoo - 2018, 2014

• LinkedIn – 2021

• Facebook – 2019

• Marriot International – 2018

• MySpace – 2013

• Adobe – 2013

• AOL – 2004, 2006, 2014

• MyFitnessPal 

https://en.wikipedia.org/wiki/List_of_data_breaches




https://haveibeenpwned.com/ 

https://haveibeenpwned.com/


https://haveibeenpwned.com/ 

https://haveibeenpwned.com/


How Secure are my Passwords 
Stored in my Browsers?

• Web Browsers ARE NOT password managers
• Web Browsers are easy to break into, and lots of 

malware, browser extensions and even honest 
software can extract sensitive information from them

• Using malware, hackers can EASILY gain access to your 
ENTIRE LIBRARY of passwords across ALL websites you 
visit. Your exposure footprint is MASSIVE.

• Ransomware could force encrypt browser-stored 
passwords and block access to ALL your 
websites/services

• Device sharing is commonplace among the Work From 
Home culture potentially leaving us vulnerable and 
non-compliant

• Any encryption is worthless since the key to the 
encryption is easily locatable in an unprotected 
configuration file



How Secure are my Passwords 

if they are Stored in my Browsers?

https://youtu.be/Vlble8_TKS4

https://youtu.be/Vlble8_TKS4


Biggest Password Problems and Risks Today

• The average person logs on to 170+ sites/services 
but only uses between uses 3 and 19 passwords

• Weak Passwords

• 10 Characters or less

• Predictable Complexity 

• i.e.: (1234 / 2023! / Seasons / Names of 
Places / People / House Numbers / Street 
Names / Birthdays / Birth Years)

• Shared Passwords/Password Patterns between 
multiple sites/services

• Passwords that are easy for adversaries to guess

• One compromise more easily leads to other 
compromises



PASSWORD COMPLEXITY



Number of 
Characters

Numbers 
Only

Lowercase 
Only

Uppercase & 
Lowercase

Numbers, 
Uppercase & 

Lowercase

Numbers, 
Uppercase,  

Lowercase, & 
Symbols

4 Instantly Instantly Instantly Instantly Instantly

5 Instantly Instantly Instantly Instantly Instantly

6 Instantly Instantly Instantly Instantly Instantly

7 Instantly Instantly 2 seconds 7 seconds 31 seconds

8 Instantly Instantly 2 minutes 7 minutes 39 minutes

9 Instantly 10 seconds 1 hour 7 hours 2 days

10 Instantly 4 minutes 3 days 3 weeks 5 months

11 Instantly 2 hours 5 months 3 years 34 years

12 2 seconds 2 days 24 years 200 years 3,000 years

13 19 seconds 2 months 1,000 years 12k years 202k years

14 3 minutes 4 years 64k years 750k years 16 million years

15 32 minutes 100 years 3 million yrs 46 million yrs 1 billion years

16 5 hours 3,000 years 173 million yrs 3 billion yrs 92 billion years

17 2 days 69k years 9 billion yrs 179 billion yrs 7 trillion

18 3 weeks 2 million yrs 467 billion yrs 11 trillion yrs 438 trillion years



Passwords

• The length of your password is far more 
important than complexity –
18 Characters (Minimum)

• Use a Passphrase instead of a Password

• Unique - DO NOT re-use passwords across 
multiple systems/websites

• Use KeePass to autogenerate and store 
passwords (instructions emailed 5/17/2023)

• DO NOT use browser stored passwords



PASSWORD
BEST 

PRACTICES

• NEVER allow your browser to remember your username and 
password – this is an egregious security vulnerability

• DO NOT re-use passwords for your work email anywhere else 
for any other website/service

• DO NOT co-mingle passwords between personal accounts and 
work accounts

• ALWAYS use original passwords for work accounts

• DO NOT re-use passwords between websites / services that you 
use for work – each account you use should have its own 
original username and its own original password that is not 
used anywhere else for any other account – password 
managers create random passwords, no creativity required!

• Use a password manager to manage your usernames and 
passwords

• DO NOT use the Browser’s Password Auto-Save Feature to 
remember your passwords – IT IS NOT SECURE

• DO NOT leave passwords for shared computers in Public Places 
on Post-It notes, white boards, or taped to the bottom of 
keyboards



Are Your 
Passwords in 
the Green?



Number of 
Characters

Numbers 
Only

Lowercase 
Only

Uppercase & 
Lowercase

Numbers, 
Uppercase & 

Lowercase

Numbers, 
Uppercase,  

Lowercase, & 
Symbols

4 Instantly Instantly Instantly Instantly Instantly

5 Instantly Instantly Instantly Instantly Instantly

6 Instantly Instantly Instantly Instantly Instantly

7 Instantly Instantly 2 seconds 7 seconds 31 seconds

8 Instantly Instantly 2 minutes 7 minutes 39 minutes

9 Instantly 10 seconds 1 hour 7 hours 2 days

10 Instantly 4 minutes 3 days 3 weeks 5 months

11 Instantly 2 hours 5 months 3 years 34 years

12 2 seconds 2 days 24 years 200 years 3,000 years

13 19 seconds 2 months 1,000 years 12k years 202k years

14 3 minutes 4 years 64k years 750k years 16 million years

15 32 minutes 100 years 3 million yrs 46 million yrs 1 billion years

16 5 hours 3,000 years 173 million yrs 3 billion yrs 92 billion years

17 2 days 69k years 9 billion yrs 179 billion yrs 7 trillion

18 3 weeks 2 million yrs 467 billion yrs 11 trillion yrs 438 trillion years



Multi-Factor Authentication

What is it and why is it important?

Systems that require the user to 
provide two or more verification 
factors to gain access to a resource. 
Usernames & passwords are 
vulnerable to brute force attacks and 
can be stolen

3 Most common methods

1. Multi-Factor includes something 
you know (a password or PIN)

2. Something you have (an app on 
your phone, or another type of 
key)

3. Something you are (biometrics 
like fingerprint or facial 
recognition). Enable MFA on 
accounts whenever possible.



Multi-Factor Authentication

• Your username is 
sometimes your full 
email address

Username

• Must meet minimum 
security requirements

• Changes Quarterly

Password • Only prompts if the password is 
entered correctly

• If you’re prompted and you’re not 
actively trying to login, someone 
else has your password and is 
attempting to access your account!

Authorize



What’s the Difference?

• Spoofers forge signature block 
information & can cloak the reply address

• Spoofers do not gain access to your email 
account of the information in it

• There is no way to prevent spoofing 

• Never tell anyone you’ve been “Hacked”

• If hackers gain control of your 
device/email account, what can you do?

1. Act!
2. Change your Password
3. Change Security Answers
4. Enroll in MFA
5. Review email account settings
6. Run a Virus Scan

Spoofed Hacked



What can you do?

You are the crucial piece of the 
puzzle to keeping your data safe!

• Training

• Strong Passwords

• Anti-virus

• Multi-Factor Authentication

• Software Updates



Business Email Compromise 
Losses
Are the Highest Type by 
Amount

Real Estate is the 3rd Highest Targeted Industry



Attacks have increased by 81% in 
the last year

98% of employees failed to report 
the threats

15% of employees respond to 
malicious content

21,832 BEC Complaints

Estimated losses totaling more than 
$2.7 billion dollars

Scary Statistics (BEC) - 2022



Email viruses are often connected 
with phishing attacks, in which 
hackers send out malicious messages 
that look as if they are originated 
from legitimate, known or trusted 
sources, such as the following:

•Financial institutions;

•Real Estate Agents or Agencies;

•Title Companies;

•Friends, relatives or co-workers; or

•Someone high up in the company

ALL IT TAKES IS ONE CLICK - Don’t Do it!
• When you receive a malicious email, IT IS NOT 

necessary for you to enter login information for 
you to be compromised.  ALL IT TAKES IS A 
SINGLE CLICK, and the damage has already been 
done.

• Here are the things clicking on a link/attachment 
can do to our system:

• Distribute & Execute a Ransomware Attack

• Unleash a Keylogger Virus

• Password Harvester Virus

• Provides Bad Actors Invisible Remote Access 
to Your Computer & Back Door Access to your 
Files

• Harvests Data and Destroys Files

REMEMBER:  A hacker only must be lucky once, but you must be right 100% of the time



Time Flies 
When You’re 
Getting Hacked

It takes an average of 212 days for organizations to 
discover a data breach – that’s a long time compared 
to the 24 to 48 hours it takes for a hacker to 
compromise the domain admin once they’ve gained 
initial access to your system.



Requirements for use of Personal Devices

Current / Supported operating system

• Windows 11

• Windows 10 support ends October 14, 2025; 
Windows 8.1 support ended January 10, 2023; 
Windows 7 support ended January 14, 2020

Subscribe to an Anti-Virus Software

• Virus Definitions must be kept up to date

• Scheduled scans must run at least once weekly – scanning 
daily is better!



Requirements for use of Personal Devices

Smartphones/Tablets
• Secure your device with a PIN or Biometric Security

• Turn on your device’s Auto-Lock feature and always lock it when not in 
use

• Install a Trusted Security App (Norton/McAfee/etc.)

• Be cautious when installing & setting up apps – use trusted sources such 
as Google Play Store and Apple App Store and make sure Apps only have 
access to systems on your phone they require to function

• Install Operating System Updates when available

• Avoid using public/unsecured Wi-Fi networks when possible

• Turn off Blue Tooth/Wi-Fi when not in use to prevent others from 
connecting to your device

• Beware of Suspicious emails, text messages, and links that can infect your 
device

• Turn off location tracking services when not in active use



Don’t Let the Vampires In!

• Be careful about opening attachments from unknown 
sources.

• Avoid opening files included as attachments.

• Never click on links in the body of email messages from 
unknown sources.

• Double-check the sender's name to confirm that an email is 
from a legitimate source.

• Watch for red flags that may indicate phishing emails, such 
as obvious grammatical errors, suspicious attachments, 
strange domain names, use of the word “kindly”, etc.

• ACT IMMEDIATELY if you think you may have clicked on 
something suspicious



First American reports that 80% of listings for vacant/unencumbered 
property are fraudulent, so please be so careful with any of these deals 
that you get, not any for this specific property.  That’s a very scary 
percentage!

This excerpt is from their original Seller Impersonation Bulletin:







CONTACT THE SELLER USING INDEPENDENT SOURCES
■ Contact the seller directly at an independently
discovered and validated phone number
■ Mail the seller at the address on tax records, property
address, and grantee address (if different)
■ Ask the real estate agent if they have personal or
verified knowledge of the seller’s identity

MANAGE THE NOTARIZATION
■ Require the notarization be performed by a vetted
and approved remote online notary, if authorized in
your state
■ If remote online notarization is not available, the title
company should select the notary. Examples include
arranging for the seller to go to an attorney’s office,
title agency, or bank that utilizes a credential scanner or
multifactor authentication to execute documents

VERIFY THE SELLER’S IDENTITY
■ Send the seller a link to go through identity verification
using a third-party service provider (credential analysis,
KBA, etc.)
■ Run the seller’s email and phone number through a
verification program
■ Ask conversational questions to ascertain seller’s
knowledge of property information not readily available
in public records
■ Conduct additional due diligence as needed



USE THE PUBLIC RECORD
■ Compare the seller’s signature to previously recorded documents
■ Compare the sales price to the appraisal, historical sales price, 
or tax appraisal value

CONTROL THE DISBURSEMENT
■ Use a wire verification service or confirm wire
instructions match account details on seller’s disbursement 
authorization form
■ Require a copy of a voided check with a disbursement
authorization form
■ Require that a check be sent for seller proceeds rather
than a wire
FILE FRAUD REPORTS
■ IC3.gov
■ Local law enforcement
■ State law enforcement, including the state bureau of investigation and state attorney general
■ Secretary of state for notary violations

FIGHT FRAUD WITH INDUSTRY PARTNERS
■ Educate real estate professionals in your community,
such as country recorders, real estate agents, real estate
listing platforms, banks, and lenders
■ Host educational events at the local or state level
■ Alert your title insurance underwriter of fraud attempts



https://phonevalidator.com/index.aspx

https://phonevalidator.com/index.aspx


https://phonevalidator.com/index.aspx

https://phonevalidator.com/index.aspx


“Kindly” - The #1 word used by fraudsters is 
“kindly.” Most cybercrime is committed by 
overseas fraudsters where this word is part of 
their vernacular instead of the word “please.” If 
someone uses the word “kindly” or uses it 
repeatedly in one communication, chances are 
you are communicating with a fraudster.
Words indicating friendship - Words of 
friendship convey familiarity, trust, and can 
include someone being overly complimentary 
about your role in the transaction. The 
fraudsters use this technique to lower your 
guard by playing on your ego’s desire to be liked. 
You are more likely to go the extra mile for a 
“friend” or “pal” and overlook discrepancies and 
red flags for people you like and trust.



Risk Words - Risk words imply a possible negative action or 
outcome to you personally and at their core are a latent 
threat to your financial security invoking a fear response. 
Risk words including “concern,” “prevent,” “failure,” and 
“avoid” all imply there are consequences
to not following the request.
Negative words - Any instruction you receive that tells says 
you “must not,” “shall not,” “never,” “do not do [something]” 
is a red flag. Consider what it is they are instructing you not 
to do and if it makes sense in the transaction. Do they not 
want you to verify something, call or email someone 
specific, or not use a telephone or email address you 
previously used throughout the transaction?
God or religion-type words - Culturally, words with religious 
overtones are not used in real estate transactions in the 
United States, but that isn’t necessarily the case in foreign 
countries. If someone refers to God or uses other words with 
religious overtones in an email or any written 
communication, consider a fraudster from a country where 
that is acceptable or even expected in a business transaction 
may be impersonating a party.



Fraudster Grammar
Since most cybercrime originates from 
overseas, the fraudster may have a poor 
command of the English language and 
grammar. Communications or instructions 
that contain any of the following grammatical 
errors are a red flag for fraud: 
•Missed punctuation
•Misuse of punctuation
•Misspelled words
• Incorrect spacing or formatting
• Capitalization errors 
• Improper syntax
• Improper verb usage
• Improper verb tense usage



Wire Instructions - Wire instructions and payoff statements can 
contain language fingerprints too! Be on the lookout for: 
• Different font or type size from the rest of the document 
• Sender’s location shown on a faxed document does not match 

party’s purported location
• Payoff amount differs from a previously received payoff 

statement or calculation of payoff amount doesn’t add up
• Receiving bank does not match payoff statement bank
• Beneficiary’s name on the account differs from party or lender
• Address or phone number listed in the statement is different 

than contact information that is independently verified
• Email address is different or contains variations
• Rush requests or sense of urgency
• Wire is going to a bank in a country outside of US or different 

from where the party is located

ALWAYS carefully compare updated payoff statements with the 
original one and be suspect of last-minute changes in wire 
instructions.

If you suspect fraud, escalate to your management or contact 
your state underwriter for additional review.



The Property Watch service is a remarkable resource available in select 
Utah counties. This service allows residents to stay in the loop about any 
recorded changes affecting their property. Once you enroll, you'll receive 
email notifications whenever a document is recorded that impacts your 
property's status.

Currently, this service is available in the following Utah counties:

Washington: https://www.washco.utah.gov/2021/11/04/sign-up-for-
property-watch/
Salt Lake: https://slco.org/data-
services/PropertyWatch/PropertyWatch.aspx
Weber: https://www.webercountyutah.gov/forms/property_watch/
Cache: https://www.cachecounty.org/recorder/propertywatch/faq.html
Utah: https://property-watch.utahcounty.gov/
Daggett: https://www.daggettcounty.org/CivicAlerts.aspx?AID=1324
Uintah: https://apps.uintah.utah.gov/ords/ucdev/r/property-watch-
signup/home

While the fear of title theft might be a headline-grabbing concern, the 
reality is that this type of fraud is an anomaly rather than the norm. 
Existing title insurance policies offer significant protection for 
homeowners, and the Property Watch service provides a valuable tool for 
staying informed about changes to your property.



https://secure.utah.gov/fraudalert/ 

https://secure.utah.gov/fraudalert/
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